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1 Introduction
This guide describes the steps to configure remote access to Sophos UTM using the Layer Two
Tunneling Protocol (L2TP) over Internet Protocol Security (IPsec). L2TP over IPsec is a com-
bination of the L2TP and IPsec standard protocols. L2TP over IPsec allows you, while providing
the same functions as the Point-to-Point Tunneling Protocol (PPTP), to give individual hosts
access to your network through an encrypted IPsec tunnel. The structure is described in the fol-
lowing chart. On Microsoft Windows systems, L2TP over IPsec is easy to set up, and requires no
additional software on the endpoint device.
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To configure and establish L2TP remote access connections, do as follows:

1. Create a user or user group to use remote access.

2. Configure the L2TP remote access connection in Sophos UTM.

3. Provide users with the Sophos Connect client and configuration files.

There are two methods:

l Turn on the Sophos UTM User Portal for the remote access users to download the
installer and configuration files.

l Send the installer and configuration file to users.

The User Portal offers the necessary keys and a configuration guide to the remote access user.
You must provide users with their login credentials for the User Portal.



2 How to configure Sophos UTM
You configure Sophos UTM through WebAdmin from your administration computer. For inform-
ation on how to use WebAdmin, see the Sophos UTM administration guide.

2.1 Add a user account
Add a user account that should be able to access the User Portal and use the VPN connection.

If you want to use an existing account, adopt the required settings from the user configured in the
next steps.

1. Go to Definitions & Users > Users & Groups > Users.

2. Click New User.

The Add User dialog shows.

3. Specify the following settings:
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Username: Enter a username. Example: gforeman. The remote user needs this username
later to log in to the User Portal.

Real name: Enter the full name of the remote user. Example: George Foreman.

Email address: Enter the email address of the user. This creates an X.509 certificate for this
user, using the email address as the certificate's VPN ID. You can view the certificate under
Remote Access > Certificate Management > Certificates.

Authentication: For the remote access through L2TP over IPsec, Sophos UTM supports the
authentication methods Local and RADIUS. To use RADIUS, select Remote. For Local
authentication, enter a password for the remote user.

Use static remote access IP (optional): You can assign the remote access user a static IP
address. This IP address must not originate from the IP address pool used in the remote
access settings. When Sophos UTM establishes the connection, it assigns this IP address to
the endpoint device.

Comment (optional): You can enter a description or additional information on the user.

4. Click Save.

Cross Reference: Find more information about user accounts in the Sophos UTM administration
guide under Definitions & Users.

2.2 Configure the L2TP settings
This chapter describes how to turn on L2TP, configure basic settings, and access control.

1. Go to Remote Access > L2TP over IPsec > Global.

2. Click the switch to turn on L2TP over IPsec.
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The switch turns amber and the page becomes editable.

2.2.1 Main settings
1. In the Main Settings section, specify the following settings:

Interface: Select the network interface to use for L2TP access.

Note: If you use uplink balancing, only the primary interface that is up will be used for L2TP
traffic.

Authentication mode: L2TP over IPsec remote access supports authentication based on Pre-
shared key or X.509 CA check:

l Preshared key

With this method you can use L2TP over IPsec as an easy PPTP alternative in Win-
dows.

Preshared key: Enter the shared secret. This shared secret is a secure phrase or pass-
word that is used to set up a secure tunnel.

Repeat: Confirm the shared secret.

Security Note: Use a secure password. Ensure that this password does not fall into the
hands of unauthorized third parties. With this password, an attacker can build a con-
nection to the internal network. We recommend changing this password at regular inter-
vals.

l X.509 CA check
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Certificate: Select Local X509 Cert to authenticate the server. Authentication through an
X.509 certificate doesn't work with iOS.

Assign IP addresses by: During connection establishment, endpoint devices get an IP
address. The IP address can be taken from a predefined IP address pool or it can be reques-
ted from a DHCP server.

l IP address pool

Pool network: The default settings assign addresses from the private IP space
10.242.3.x/24. This network is called the VPN Pool (L2TP). If you wish to use a different
network, simply change the definition of the VPN Pool (L2TP) on the Definitions &
Users > Network Definitions page. Alternatively, you can create another IP address
pool by clicking the Plus icon.

Note: If you wish the L2TP-connected users to be allowed to access the internet, you
additionally need to define appropriate Masquerading or NAT rules.

l DHCP server

DHCP server: Select the DHCP server here. Please note that the local DHCP server is
not supported. The DHCP server to be specified here must be running on a different phys-
ical system. Click the folder icon to open a list that shows all networks and hosts that had
been defined on the Definitions & Users > Network Definitions page.

Via interface: Define the network card through which the DHCP server is connected.
Note that the DHCP server doesn't have to be directly connected to the interface. It can
also be accessed through a router.

2. Click Apply to save your settings.

The switch turns green. L2TP over IPsec is active now.

2.2.2 Access control
L2TP remote access supports Local and RADIUS authentication. For users using other authen-
tication methods remote access won't work. For local users, Sophos UTM supports the authen-
tication protocols MS-CHAPv2 and PAP (local authentication). By default, a Microsoft Windows
endpoint device negotiates MS-CHAPv2.

You can use RADIUS authentication, if you have defined a RADIUS server on the Definitions &
Users > Authentication Services > Servers page. In conjunction with RADIUS authentication,
Sophos UTM supports the authentication protocols MS-CHAPv2, MS-CHAP, CHAP, and PAP.
The authentication requests are forwarded to the RADIUS server. The L2TP module sends the fol-
lowing string as NAS-ID to the RADIUS server: l2tp. The authentication algorithm gets auto-
matically negotiated between endpoint device and server.

Cross Reference: The configuration of the Microsoft IAS RADIUS server and the configuration
of RADIUS within WebAdmin is described in the Sophos UTM administration guide under Defin-
itions & Users.
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1. In the Access Control section, select an authentication method.

Authentication via: Select the authentication method.

Users and groups: When using Local authentication, please also select the users and
groups that should be able to use L2TP remote access.

2. Click Apply to save your settings.

Cross Reference: For more information about remote access, go to Remote Access in the UTM
administration guide.

2.3 Configure the advanced L2TP settings
1. Go to Remote Access > L2TP over IPsec > Debug.

The options on this page control how much debug output is generated in the log file. Select rel-
evant options if you encounter connection problems and need detailed information about the
negotiation of endpoint device parameters.

In the IKE Debugging section, there are the following options available:

l Control Flow: Displays control messages of IKE status

l Outbound Packets: Displays content of outgoing IKE messages

l Inbound Packets: Displays content of incoming IKE messages

l Kernel Messaging: Displays communication messages with the Kernel

l High Availability: Displays communication with other HA nodes

In the L2TP Debugging section, if you select Enable debug mode, the IPsec VPN log file con-
tains extended information about L2TP or PPP connection negotiation.

2. Click Apply to save your settings.

You can define name servers (DNS and WINS) and the name service domain that must be
assigned to hosts during the connection establishment.

1. Go to Remote Access > Advanced.

Define name servers (DNS and WINS) and the name service domains.
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2. Click Apply.

2.4 Create the firewall and masquerading rules
To allow traffic from and to endpoint devices, you must create appropriate firewall and mas-
querading rules.

2.4.1 Create a firewall rule
1. Go to Network Protection > Firewall > Rules.

2. Click New Rule.

The Add Rule dialog shows.

3. Specify the following settings:

Sources: Add the remote user network (in this example: gforeman).

Services: Add the allowed services.

Destinations: Add the allowed networks. Example: Internal (Network). If remote users
should be able to access internet you must select the appropriate network definition.
Example: Internet or Any.

Action: Select Allow.
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4. Click Save.

The firewall rule shows in the list and is turned off (switch is gray).

5. Click the switch to turn on the rule.

The switch turns green.
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Sophos UTM evaluates active rules from the top down until it finds a match. Once it finds a match,
it doesn’t evaluate subsequent rules. So, position the specific rules above the less specific rules.

Security Note: Don’t place a rule such as Any – Any – Any – Allow at the top, since this matches
all traffic, and the following rules are never evaluated.

Cross Reference: Find more information about firewall rules in the Sophos UTM administration
guide under Network Protection.

2.4.2 Create a masquerading rule

Note: This is an optional step depending on your environment.

Masquerading is used to mask the IP addresses of one network with the IP addresses of a second
network, in this example: gforeman with External. Thus, remote users who only have private IP
addresses can, for example, access the internet with a public IP address. Depending on your sys-
tem configuration, masquerading can also be necessary for other connection types.

1. Go to Network Protection > NAT > Masquerading.

2. Click New Masquerading Rule.

The Add Masquerading Rule dialog shows.

3. Specify the following settings:

Network: Select the network of the remote endpoint (in this example: gforeman).

Interface: Select the interface that should be used to mask the endpoint devices (in this
example: External).

Use address: If the selected interface has more than one IP address, you can define which IP
address should be used for masquerading. Default: Primary address.
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4. Click Save.

The masquerading rule shows at the end of the list and is turned off (switch shows gray).

5. Click the switch to turn on the rule.

The switch turns green.

Cross Reference: Find more information about masquerading rules in the Sophos UTM admin-
istration guide under Network Services.

2.4.3 Turn on proxies
If the remote users should access URL services through the remote access, you can configure the
required proxies on Sophos UTM, such as the DNS and HTTP proxy for example.

Cross Reference: Find more information about proxies in the Sophos UTM administration guide.

2.5 Turn on the User Portal
1. Go to Management > User Portal > Global.

You must turn on the User Portal for the remote access users.

If the switch is gray, click it to turn on the User Portal.

2. Select the networks that are allowed to access the User Portal.

To the Allowed networks box, add the networks that should be allowed to access the User
Portal. Example: Any, or the respective VPN Pool, or only gforeman).

3. Click Apply.

Cross Reference: Find more information about the User Portal in the Sophos UTM admin-
istration guide under Management.

Depending on the security policy of your organization and the requirements of your network, you
might have to make additional settings.

Next steps
After configuring the VPN server (headquarter), remote users must configure their devices.
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3 How to configure the endpoint devices
Note: The steps in this section must be performed by the users.

For users to be able to access Sophos UTM through L2TP VPN, they must configure their end-
point device. For that, they must access the Sophos UTM User Portal with a browser from their
remote endpoint device.

For Windows, they can view the preshared key or download the certificate, and view the install-
ation instructions. After that, they can configure the VPN connection in Windows.

For iOS, users can download an installation file.

3.1 Obtain a preshared key or certificate
The User Portal is available to all remote access users. You can view and download the tools you
need to configure your endpoint device. Your Sophos UTM system administrator must provide you
with your user credentials to access the User Portal.

Do as follows:

1. Open a browser and enter the address of the User Portal.

Example: https://218.93.117.220.

A security note may show.

l (Optional) Accept the security note.

l Mozilla Firefox: Click I Understand the Risks > Add Exception > Confirm Security
Exception.

l Google Chrome: Click Proceed Anyway.

l Internet Explorer: Click Continue to this website.

2. Log in to the User Portal using your credentials.

Username: The username you received from your administrator.

Password: The password you received from your administrator.

Click Login.

3. Go to Remote Access.

This page can contain multiple cards, depending on the remote access connection types
(IPsec VPN, L2TP VPN, PPTP VPN, iOS device VPN configuration) your administrator
turned on for you.
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Some cards have a help icon that links to the respective configuration guide.

The available data depends on the authentication mode configured by the administrator. With
preshared key, click the Display button to see the preshared key. Otherwise, a certificate is
available. In the Export password field, enter a password to secure the PKCS#12 container
before downloading the certificate. Note down the password as you will need it during the con-
figuration of L2TP.

4. Click Log out to close the User Portal session.

The rest of the configuration takes place on the remote endpoint device of the user. This step will
require the IP address or hostname of the server, which should be supplied by the system admin-
istrator.

3.2 Set up a connection using a preshared key
To set up an L2TP over IPsec VPN connection in Microsoft Windows 10 using a preshared key, do
as follows:

1. Go to Start > Settings.

2. In the dialog, go to Network & Internet > VPN.

3. Click Add a VPN connection.

4. In the dialog, make the following settings:

VPN provider: Select Windows (built-in).

Connection name: Enter a name for the connection.

Server name or address: Enter the DNS name or the IP address of your organization’s
server that accepts remote access connections. Your organization’s administrator should
have provided this information to you.

VPN type: Select L2TP/IPsec with pre-shared key. Automatic should work as well if Win-
dows can determine the type while establishing the connection.

Pre-shared key: Enter the preshared key configured for you.

Type of sign-in info: Select User name and password.
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5. (Optional) You can enter your username and password now. You can also save these along
with the connection.

If you don’t enter your credentials, Windows prompts you when you initiate the connection.

6. Click Save.

7. Select Connect to test the connection.

8. Close the dialog once you’re finished.

3.3 Set up a connection using a certificate
To set up an L2TP over IPsec VPN connection in Microsoft Windows 10 using an X.509 certificate,
do as follows.

Prerequisite: You've downloaded the X.509 certificate from the User Portal.

3.3.1 Import the certificate into Windows 10
1. Click Start and open Run.

2. Enter mmc, and click OK to open the Microsoft Management Console.

3. Confirm the Windows security notice.

4. Click File > Add/Remove Snap-in.

5. Select Certificates, then click Add.

6. Select Computer account, then click Next.

7. Select Local computer (the computer this console is running on).

8. Click Finish and then OK.

9. In the tree view on the left side, in the category Certificates (Local Computer), right-click Per-
sonal.

10. From the context menu select All Tasks > Import.

The Certificate Import Wizard opens.

11. Click Next.

12. Click Browse and select the PKCS#12 container file to import.

You might have to select the correct file extension .p12 in the drop-down list to make the
PKCS#12 container file visible.

13. Click Open and then Next.

14. Enter the password for the private key.

Enter the security password you used for downloading the certificate from the User Portal.

15. Click Next.

16. Select Automatically select the certificate store based on the type of certificate.
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17. Click Next and then Finish.

You should see a confirmation message that the import was successful.

18. Click OK.

19. From the menu, select Action > Refresh.

Now, the newly imported certificate should be visible.

20. Close the Microsoft Management Console.

If asked whether you want to save anything, you don’t need to.

3.3.2 Configure the VPN connection in Windows 10
1. Go to Start > Settings.

2. In the dialog, go to Network & Internet > VPN.

3. Click Add a VPN connection.

4. In the dialog, specify the following settings:

VPN provider: Select Windows (built-in).

Connection name: Enter a name for the connection.

Server name or address: Enter the DNS name or the IP address of your organization’s
server that accepts remote access connections. Your organization’s administrator should
have provided this information to you.

VPN type: Select L2TP/IPsec with certificate. Automatic should work as well if Windows
can determine the type during the connection establishment.

Type of sign-in info: Select User name and password.

5. (Optional) You can enter your username and password now. You can also save these along
with the connection.

If you don’t enter your credentials, Windows prompts you when you initiate the connection.

6. Click Save.

7. Select Connect to test the connection.

8. Close the dialog once you’re finished.
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4 How to connect to the VPN

4.1 Connect to the VPN in Windows 10
To establish the connection in Windows 10, do as follows:

1. Go to Start > Settings.

2. In the dialog, go to Network & Internet > VPN.

3. Select the connection you created and select Connect.

To disconnect from the VPN, right-click the network connection icon on the right of the task bar,
then click Disconnect from and select the connection.



Open source software attributions
Third-party license information

Copyright notice
The specifications and information in this document are subject to change without notice. Com-
panies, names, and data used in examples herein are fictitious unless otherwise noted. This doc-
ument may not be copied or distributed by any means, in whole or in part, for any reason, without
the express written permission of Sophos Limited. Translations of this original manual must be
marked as follows: "Translation of the original manual".

© 2022 Sophos Limited. All rights reserved.

http://www.sophos.com

Sophos UTM, Sophos UTMManager, Sophos Gateway Manager, Sophos iView Setup and
WebAdmin are trademarks of Sophos Limited. Cisco is a registered trademark of Cisco Systems
Inc. iOS is a trademark of Apple Inc. Linux is a trademark of Linus Torvalds. All further trademarks
are the property of their respective owners.

Limited Warranty
No guarantee is given for the correctness of the information contained in this document.

https://docs.sophos.com/nsg/Licenses/utm.txt
http://www.sophos.com/

	Contents
	1 Introduction
	2 How to configure Sophos UTM
	2.1 Add a user account
	2.2 Configure the L2TP settings
	2.2.1 Main settings
	2.2.2 Access control

	2.3 Configure the advanced L2TP settings
	2.4 Create the firewall and masquerading rules
	2.4.1 Create a firewall rule
	2.4.2 Create a masquerading rule
	2.4.3 Turn on proxies

	2.5 Turn on the User Portal

	3 How to configure the endpoint devices
	3.1 Obtain a preshared key or certificate
	3.2 Set up a connection using a preshared key
	3.3 Set up a connection using a certificate
	3.3.1 Import the certificate into Windows 10
	3.3.2 Configure the VPN connection in Windows 10


	4 How to connect to the VPN
	4.1 Connect to the VPN in Windows 10

	Open source software attributions
	Copyright notice

