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1 Introduction
This guide helps you configure step by step remote access to Sophos UTM using the Sophos
Connect client and the Secure Sockets Layer (SSL) protocol. SSL remote access in UTM
provides security by a double authentication using X.509 certificates, and username and pass-
word. It uses the TCP port 443 to establish an encrypted tunnel to your organization, giving your
users access to internal resources.
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To configure and establish SSL remote access connections over the Sophos Connect client, an
administrator must do as follows:

1. Create a user or user group to use remote access.

2. Configure the SSL remote access connection in the UTM.

3. Provide users with the Sophos Connect client and configuration files.

There are two methods:

l Enable the UTM User Portal for the remote access users to download the installer and
configuration files.

l Send the installer and configuration file to users.

End users must do as follows:

1. Install the Sophos Connect client on their endpoint devices.

2. Import the configuration files into the client and establish the connection.

Users can download the Sophos Connect client for Windows and macOS, the configuration file,
and this configuration guide. Users of other operating systems, such as Linux, can download the
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configuration files for their operating system. Android and iOS users can download the OpenVPN
configuration.
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2 Configure the UTM
You configure UTM through WebAdmin from your administration computer. For information on
how to use WebAdmin, see the UTM administration guide.

2.1 Define a user account
Create a user account that should be able to access the User Portal and use the VPN connection.

If you want to use an existing account, adopt the required settings from the user configured in the
next steps.

1. Open the Definitions & Users > Users & Groups > Users page.

2. Click the New User button.

The Add User dialog shows.

3. Make the following settings:
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Username: Enter a username. Example: gforeman. The remote user needs this username
later to log in to the User Portal.

Real name: Enter the full name of the remote user. Example: George Foreman.

Email address: Enter the e-mail address of the user. This creates an X.509 certificate for this
user, using the e-mail address as the certificate's VPN ID. You can view the certificate under
Remote Access > Certificate Management > Certificates.

Authentication: For Local authentication, enter a password for the remote user.

Use static remote access IP: You can’t assign a static IP address to the user. Leave this
option deactivated if the user uses remote access through SSL only.

Comment (optional): You can enter a description or additional information on the user.

4. Click Save.

Cross Reference: Find more information about user accounts in the UTM administration guide
under Definitions & Users.

2.2 Add an SSL profile
This topic shows how you enable SSL remote access, configure basic settings and access con-
trol.

1. Go to Remote Access > SSL > Profiles.

2. Click New Remote Access Profile.

The Add Remote Access Profile dialog box opens.

3. Make the following settings:

Profile name: Enter a descriptive name for the profile.

Users and groups: Select the users and user groups who should be able to use SSL remote
access (in this example: gforeman).

Local networks: Select the local networks that endpoint devices should be able to reach.
Example: Internal (Network)).

Note: If you want SSL-connected users to be able to access the internet, select Any in Local
networks. Then you must define appropriate Masquerading or NAT rules to allows this net-
work traffic.

Automatic firewall rules: Select to automatically create firewall rules for the tunnel traffic.
These rules exist only for the lifetime of the tunnel. If you don’t select this option, you must
define the firewall rules manually (see "Create firewall and masquerading rules" on page 9).
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4. Click Save.

The profile shows in the list and is active.

Cross Reference: For more information about remote access, go to Remote Access in the UTM
administration guide.

2.3 Configure the SSL settings
1. Go to Remote Access > SSL > Settings.

2. In Server Settings, make the following settings:

Interface address: Select the interface address that all SSL VPN clients must use. Default:
Any. If you use the web application firewall, you must give a specific interface address for the
service to listen for SSL connections.

Protocol: Select the network protocol that all SSL VPN clients must use. Default: TCP.

Port: Select the port that all SSL VPN clients must use. Default: 443.

Override hostname: Leave this field empty if you want the UTM hostname to be the target
hostname for client VPN connections.
If the UTM hostname can’t be reached from the internet, enter the publicly available host-
name of the UTM.
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2.3 Configure the SSL settings 2 Configure the UTM

3. Click Apply to save any changes.

4. In Virtual IP Pool, select a pool network:

By default, the UTM assigns addresses from the private IP space 10.242.2.x/24, which is
named VPN Pool (SSL) internally. If you want to use a different network, change the defin-
ition of VPN Pool (SSL) or create a different range under Definitions & Users > Network
Definitions.

5. Click Apply to save any changes.

6. Go to Remote Access > SSL > Advanced.

7. Optionally, change the cryptographic settings.

These settings control the encryption parameters for the SSL VPN remote access clients.

Encryption algorithm: Supported algorithms are (all in Cipher Block Chaining (CBC) mode):
DES-EDE3 168bit (3DES), AES (Rijndael) 128bit/192bit/256bit, and Blowfish (BF).

Authentication algorithm: Supported algorithms are MD5 128bit and SHA1 160bit.

Key size: The key size (key length) is the length of the Diffie-Hellman key exchange. The
longer this key is, the more secure the symmetric keys are. You can choose between a key
size of 1024 or 2048 bits.

Server certificate: Select a local SSL certificate to be used by the SSL VPN server to identify
itself against the clients. Example: Local X.509 Cert (default).

Key lifetime: Enter a time period after which the key expires. Default: 28,800 seconds.

8. Click Apply to save any changes.

9. Optionally, turn on traffic compression.
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10. Click Apply to save any changes.

11. Optionally, enable debug mode.

If you select Enable debug mode, the SSL daemon log file contains extended information
about SSL connection negotiation.

12. Click Apply to save any changes.

You can define name servers (DNS and WINS) and the name service domain that must be
assigned to hosts during the connection establishment.

1. Open the Remote Access > Advanced page.

Define name servers (DNS and WINS) and the name service domains.

2. Click Apply.

2.4 Create firewall and masquerading rules
To allow traffic from and to endpoint clients, you must create appropriate firewall and mas-
querading rules.

2.4.1 Create a firewall rule
If you haven't selected the Automatic firewall rule option in the SSL profile, you must create the
following firewall rule.

1. Open the Network Protection > Firewall > Rules page.

2. Click New Rule.

The Add Rule dialog shows.

3. Make the following settings:

Sources: Add the remote user network (in this example: gforeman).

Services: Add the allowed services.
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Destinations: Add the allowed networks. Example: Internal (Network). If remote users
should be able to access internet you must select the appropriate network definition.
Example: Internet or Any.

Action: Select Allow.

4. Click Save.

The firewall rule shows in the list and is turned off (switch is gray).

5. Click the switch to turn on the rule.

The switch turns green.
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The UTM evaluates active rules from the top down until it finds a match. Once it finds a match, it
doesn’t evaluate subsequent rules. So, position the specific rules above the less specific rules.

Security Note: Don’t place a rule such as Any – Any – Any – Allow at the top, since this matches
all traffic, and the following rules are never evaluated.

Cross Reference: Find more information about firewall rules in the UTM administration guide
under Network Protection.

2.4.2 Create a masquerading rule

Note: This is an optional step depending on your environment.

Masquerading is used to mask the IP addresses of one network with the IP addresses of a second
network, in this example: gforeman with External. Thus, remote users who only have private IP
addresses can, for example, access the internet with a public IP address. Depending on your sys-
tem configuration, masquerading can also be necessary for other connection types.

1. Go to Network Protection > NAT > Masquerading.

2. Click New Masquerading Rule.

The Add Masquerading Rule dialog shows.

3. Make the following settings:

Network: Select the network of the remote endpoint (in this example: gforeman).

Interface: Select the interface that should be used to mask the clients (in this example:
External).

Use address: If the selected interface has more than one IP address, you can define which IP
address should be used for masquerading. Default: Primary address.
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4. Click Save.

The masquerading rule shows at the end of the list and is turned off (switch shows gray).

5. Click the switch to turn on the rule.

The switch turns green.

Cross Reference: Find more information about masquerading rules in the UTM administration
guide under Network Services.

2.4.3 Turn on proxies
If the remote users should access URL services through the remote access, you can configure the
required proxies on the UTM, such as the DNS and HTTP proxy for example.

Cross Reference: Find more information about proxies in the UTM administration guide.

2.5 Turn on the User Portal
1. Go to Management > User Portal > Global.

You must turn on the User Portal for the remote access users.

If the switch is gray, click it to turn on the User Portal.

2. Select the networks that are allowed to access the User Portal.

To the Allowed networks box, add the networks that should be allowed to access the User
Portal. Example: Any, or the respective VPN Pool, or only gforeman).

3. Click Apply to save any changes.

Cross Reference: Find more information about the User Portal in the UTM administration guide
under Management.
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Depending on the security policy of your organization and the requirements of your network, you
might have to make additional settings.

Next steps
After configuring the VPN server (headquarter), remote users must configure their devices.
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3 Configure endpoint devices
Note: The steps in this section must be performed by the end users.

Users must install the Sophos Connect client on their endpoint devices and import the con-
figuration file to the client.

There are two ways to get the required installer and file:

l Your administrator distributes them to you.

l You download the files yourself from the UTM User Portal.

Sophos Connect can be installed on Windows and macOS. With Android and iOS devices, down-
load the configuration files for these devices from the User Portal for use with OpenVPN. You can
install OpenVPN from your device's app store or follow the link in the User Portal.

The User Portal is available to all remote access users. You can download the installers and
instructions for the configuration of your endpoint device. Your UTM system administrator must
provide you with your user credentials for accessing the User Portal.

3.1 Configure a remote computer
On the remote computer, download the Sophos Connect client and the configuration file from the
UTM User Portal. After installing the client on your computer, import the configuration file. Then
you can establish the SSL VPN connection.

3.1.1 Download Sophos Connect and the configuration
The User Portal is available to all remote access users. You can download the installers and
instructions for the configuration of your endpoint device. Your UTM system administrator must
provide you with your user credentials for accessing the User Portal.

Follow these steps:

1. Open a browser and enter the address of the User Portal.

Example: https://218.93.117.220.

A security note may show.

l (Optional) Accept the security note.

l Mozilla Firefox: Click I Understand the Risks > Add Exception > Confirm Security
Exception

l Google Chrome: Click Proceed Anyway.

l Internet Explorer: Click Continue to this website.

2. Log in to the User Portal using your credentials.

Username: The username you received from your administrator.
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Password: The password you received from your administrator.

Click Login.

3. Go to Remote Access.

This page can contain multiple cards, depending on the remote access connection types
(IPsec VPN, L2TP VPN, PPTP VPN, iOS device VPN configuration) your administrator
enabled for you.

Some cards have a help icon that links to the respective configuration guide.

4. Download the Sophos Connect client installer.

a. Click the first Download button.

The UTM redirects you to the UTM Download page of the Sophos website.
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b. Click Download next to the installer type you need: Windows or macOS.

c. Fill in and accept the End User Terms of Use and Export Compliance form.

The download starts automatically.

d. Select a location to store the file and finish the download.

5. Go back to the User Portal and click the second Download button to download the con-
figuration file (.ovpn).

6. Click Log out to close the User Portal session.

The rest of the configuration takes place in the Sophos Connect client.

3.1.2 Install and configure Sophos Connect
Prerequisites: You've downloaded the Sophos Connect client and the configuration file from the
User Portal. Or you've received these files from your administrator.

1. Open the Sophos Connect installer.

2. Accept the Sophos End User License Agreement and acknowledge the Sophos Privacy
Policy.

3. Click Install.

l In Windows, accept the security notice.

l The installer may ask you to uninstall an existing SSL VPN client.
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Wait until the installation finishes.

4. Select Launch Sophos Connect when installer closes and click Finish.

Note: Sophos Connect runs in the system tray.

5. Open Sophos Connect from the system tray and click Import Connection.

6. Select the .ovpn file you've downloaded.

Sophos Connect imports the configuration.

7. Click Connect to establish the connection.

8. Enter your credentials and click Sign in.
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The connection is being established.

3.2 Configure a mobile device
To establish an SSL VPN connection, you have to first download the OpenVPN app for your
mobile device, then retrieve the configuration from the User Portal, and add the configuration to
the app.
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3.2 Configure a mobile device 3 Configure endpoint devices

1. First download the OpenVPN app for your mobile device:

l Google Play

l App Store

2. Open a browser and enter the address of the User Portal.

Example: https://218.93.117.220.

A security note may show.

l (Optional) Accept the security note.

l Mozilla Firefox: Click I Understand the Risks > Add Exception > Confirm Security
Exception

l Google Chrome: Click Proceed Anyway.

l Internet Explorer: Click Continue to this website.

3. Log in to the User Portal using your credentials.

Username: The username you received from your administrator.

Password: The password you received from your administrator.

Click Login.

4. Go to Remote Access.

This page can contain multiple cards, depending on the remote access connection types
(IPsec VPN, L2TP VPN, PPTP VPN, iOS device VPN configuration) your administrator
enabled for you.

Some cards have a help icon that links to the respective configuration guide.

5. In the SSL VPN section, click Install.

This downloads the OpenVPN configuration file for your mobile device.
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6. Follow the instructions on your mobile device.

Open the configuration with the OpenVPN app and add the configuration there.

7. Click Log out to close the User Portal session.

Now, you should be able to establish an SSL VPN connection with your organization.
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Third-party license information
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